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Abstract: One of the significant challenges for 21st century society is the security of energy infrastructure
in the event of energy-related terrorist attacks. Long-term energy disruptions can not only
annihilate several essential services for a community but can also create societal chaos. This
paper aims to analyze the implications of energy terrorist attacks for the national security,
economic security and cohesion of a state that has been involved in an energy terrorist attack.
Policy interventions and international cooperation are recommended to counter energy-related
terrorist attacks.

Security strategies must protect energy infrastructure against energy-related terrorist attacks.
Perhaps the most important aspect is the multidimensional approach to energy-related terrorist
attacks, which must combine efforts at governmental, societal, state and international levels.
Such an approach should aim to make society resilient to such terrorist attacks, but also to
mitigate the long-term consequences of such attacks on the population.
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Introduction

Energy infrastructure constitutes a fundamental pillar of contemporary society, supporting the functioning
of essential services, industry, and daily life. Precisely this central role transforms it into a preferred target for
terrorist attacks that directly threaten societal security. Any disruption in energy supply chains may trigger
economic instability, social unrest, and even geopolitical conflicts. In a global context marked by the intensification
of both physical and cyber threats against energy systems, a profound understanding of the impact of such attacks
becomes crucial for ensuring both national and international security.

This article analyzes the consequences of terrorist attacks on energy systems, emphasizing their
implications for economic stability, public safety, and emergency response capabilities. Additionally, it discusses
strategic measures for the prevention and mitigation of related risks. To coherently evaluate potential threats to
societal infrastructure and essential services, the discussion begins by defining three key concepts: terrorism,
terrorist attack, and societal security.

Terrorism is generally defined as the use or threat of violence by individuals, groups, or organizations with
the intent to instill fear and achieve political, religious, or ideological objectives. Targets are typically civilian
populations, governmental authorities, or state institutions, with the aim of influencing legislation, governance, or
social structures. Terrorist actions may be perpetrated by non-state actors or, in certain cases, supported by state
entities. To be classified as a terrorist act, an action generally fulfills several criteria:

- use or threat of violence — involving physical harm, property destruction, or credible threats;
- political, religious, or ideological motivation — intended to influence governmental decisions or public opinion;
- intent to instill fear — not only among direct victims but within the wider population;
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- targeting of civilians or non-combatants — rather than military or security forces;
- organized and premeditated nature — reflected in coordination, financing, and structured execution;
- illegality under national and international law — distinguishing terrorism from conventional warfare;
- psychological or media impact — aiming to amplify the societal effects of violence and spread a political
message.
Terrorism manifests in various forms:
- domestic terrorism — carried out by a nation’s own citizens against its institutions;
- international terrorism — planned or executed across national borders;
- state-sponsored terrorism — when governments actively support terrorist groups;
- religious terrorism — motivated by extremist interpretations of religious beliefs;
- cyberterrorism — involving digital attacks to instill fear or cause disruption.

Numerous scholars have proposed relevant definitions and typologies of terrorism. Bruce Hoffman analyzes
the evolution, motivations, and strategies of modern terrorist movements'. Brigitte Nacos examines the media
impact of terrorism and public policy responses®. Karawan, McCormack, and Reynolds explore the intangible
aspects of terrorism in the context of globalization®. John Horgan focuses on the psychological motivations and
radicalization processes*, while David Whittaker compiles essential writings in the field>. Gus Martin provides a
systematic analysis of causes, typologies, and global responses to terrorism®. Robert Pape investigates suicide
terrorism as a strategic logic’, and Mark Juergensmeyer studies the links between religious extremism and
violence®. In an edited volume, Hoffman and Reinares examine transformations in global terrorism in the post-9/11
era’, while Crenshaw and LaFree assess the effectiveness of counterterrorism strategies!”.

Energy Terrorism
Energy terrorism - also referred to as terrorism targeting energy infrastructure - refers to deliberate attacks
on energy resources, infrastructures, or supply chains with the aim of causing significant economic damage,
political destabilization, or profound societal disruption. These actions may be initiated by terrorist groups,
insurgents, or even state actors using indirect methods to exert political pressure on governments or to pursue
ideological or religious objectives'!. The targeted infrastructures include oil pipelines, electric grids, nuclear power
plants, refineries, and fuel transportation systems. These attacks share several key features typical of terrorist acts'?:
- use or threat of violence — bombings, sabotage, and cyberattacks on power plants, refineries, or pipelines are
common examples;
- political, religious, or ideological motivation — energy infrastructure is often targeted to protest government
policies, damage rival states, or impose radical values;
- intent to instill fear and disrupt society — disruptions in energy supply can generate widespread panic,
economic instability, and social unrest;
- targeting civilians — although infrastructure is the direct target, the civilian population suffers the
consequences, such as blackouts, fuel shortages, and sudden price increases;
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- organized and premeditated nature — these attacks require meticulous planning, financial resources, and
technical expertise;

- illegality — such acts violate both domestic and international law, distinguishing them from conventional acts of
war;

- media and psychological impact — energy crises, stock market crashes, or widespread panic exert pressure on
governments and amplify the terrorists' message.

Notable cases of energy terrorism include ISIS attacks on oil fields in Iraq and Syria (2014-2017) - the
group financed its operations by selling oil while sabotaging rival energy sources'; cyberattacks on Ukraine’s power
grid (2015) - suspected state-sponsored Russian groups caused blackouts that affected thousands of households?;
pipeline bombings in Nigeria by Boko Haram and Niger Delta militants - these attacks aimed to weaken the
government and gain economic leverage’; Al-Qaeda’s calls to target U.S. energy infrastructure - the group
promoted the sabotage of refineries and oil transportation systems to destabilize the U.S. economy*.

Specialized literature provides a wide range of perspectives on energy terrorism and its geopolitical
implications. Kalicki and Goldwyn examine the global vulnerability of energy infrastructures and government
response strategies®. Koppel warns of cyberterrorism threats to energy distribution networks®. Laqueur and Wall
discuss how groups like ISIS and Al-Qaeda use energy as a strategic weapon’. Pry explores the threat of
electromagnetic pulse (EMP) attacks, while Yergin sheds light on the link between resource conflicts and
terrorism®. Additionally, Singer and Friedman delve into the cyber dimension of energy terrorism’.

Societal Security

The concept of societal security refers to a society’s ability to preserve its essential character, collective
identity, and core values in the face of threats such as mass migration, cultural change, political instability, or
external pressures'®. This concept was notably developed within the Copenhagen School of security studies, which
expands the traditional security paradigm beyond the military sphere to include social, economic, political, and
environmental dimensions'".

In approaching societal security, several key dimensions are distinguished based on the nature of the threats and the

mechanisms employed by state and community actors'?:

1) Identity-Based Security. This dimension concerns the protection of collective identity - encompassing language,
religion, culture, and historical narratives. Threats may take the form of mass migration, forced cultural
assimilation, the loss of indigenous languages, religious extremism, or pressures of secularization. In such
contexts, nationalist movements can function either as elements of social cohesion or as factors of fragmentation.

2) Political-Social Security. This focuses on the stability of political institutions and the public's trust in
governance. Risks include political polarization, civil unrest, the erosion of democratic values, authoritarian
tendencies, foreign ideological influence, and disinformation or propaganda campaigns.

3) Economic Societal Security. This dimension addresses the economic well-being of society and how instability or
inequality affects social cohesion. Major threats include growing income inequality, mass unemployment, the
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impact of globalization on local industries, and economic dependency on foreign actors that may undermine
national autonomy.

4) Socio-Demographic Security. This analyzes population dynamics and their effects on social stability. Risk
factors include an aging population (with implications for labor markets and pension systems), declining birth
rates, rapid population growth (which can lead to resource competition), accelerated urbanization, or the
depopulation of rural areas.

5) Environmental Societal Security. This component recognizes that climate change, natural disasters, or pollution
can lead to forced migration, resource shortages, and public health crises. Thus, environmental vulnerability
becomes a risk factor for social resilience.

6) Technological and Cyber Societal Security. In the digital age, technology and cyberspace are key areas of
societal security. Threats include cyberattacks on critical infrastructure, manipulation of public opinion via social
media, labor market disruptions due to automation and artificial intelligence, and ethical dilemmas surrounding
surveillance technologies or genetic engineering.

Dimensions of Societal Security Affected by Energy Terrorism

Terrorist attacks on energy infrastructure can produce wide-ranging consequences across multiple
dimensions of societal security. Beyond immediate physical destruction, these actions generate cascading effects
that impact economic stability, public health, social order, and the functioning of state institutions. The following
sectors are particularly vulnerable to energy terrorism':

1) Critical Infrastructure. Energy infrastructure forms a fundamental pillar of societal functionality. Direct attacks
on these systems can produce catastrophic consequences: (a) power grids — sabotage of substations or high-
voltage lines can trigger massive blackouts, paralyzing economic activity, emergency services, hospitals, and
communication systems; (b) oil and gas pipelines — disruptions in supply chains lead to fuel shortages, sharp
price increases, and macroeconomic instability; (c¢) renewable energy installations — wind farms, solar plants, or
hydroelectric facilities may become targets in efforts to undermine resilience and energy diversification.

2) Economic Stability. The economic consequences of a terrorist attack on energy infrastructure are significant: (a)
loss of access to electricity or fuel disrupts industrial production, causes workforce reductions, and destabilizes
financial markets; (b) rising energy costs as a result of destruction or sabotage may trigger inflation and a
significant drop in household consumption.

3) Public Health and Safety. The dependence of medical services on electricity makes energy infrastructure attacks
a direct threat to life: (a) hospitals and emergency services, including life-saving equipment, rely on
uninterrupted power; extended outages may lead to loss of life; (b) water treatment systems may become non-
functional, posing serious contamination risks or clean water shortages; (c) in regions with extreme climates, the
absence of heating or cooling systems may lead to public health emergencies.

4) Transportation and Supply Chains. Logistics and transportation systems are highly sensitive to energy crises: (a)
fuel shortages disrupt transport networks, delaying deliveries of essential goods such as food and medicine; (b)
electric infrastructure at train stations, airports, or ports may shut down, causing bottlenecks or major delays.

5) National Security and Defense. Energy stability is also vital for defense systems: (a) military bases, strategic
equipment, and tactical operations rely on a steady energy supply; an attack could compromise national defense
capabilities; (b) cyberattacks on energy infrastructure may be used for espionage, sabotage, or preemptive strikes
against state assets.

6) Social and Political Stability. Prolonged energy crises can severely affect social and political equilibrium: (a)
lack of access to essential goods may lead to protests, social unrest, and even riots; (b) governments unable to
manage an energy crisis effectively may suffer loss of legitimacy, or in extreme cases, institutional collapse.

7) Digital Networks and Communications. In a digitalized world, the dependence of infrastructure on energy is
total: (a) servers, mobile networks, and banking systems require electricity; blackouts may cause communication
breakdowns and financial instability; (b) cyberattacks on energy systems may facilitate disinformation
campaigns and generate widespread public panic.

! Gal Luft, Anne Korin, Energy Security Challenges for the 21* Century: A Reference Handbook, Praeger, 2009, pp. 55-76
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How Energy Terrorism Undermines Societal Security

Terrorist attacks targeting energy infrastructure have profound systemic consequences, destabilizing
essential services and weakening the social fabric over both the short and long term. The critical interdependence
between energy systems and societal functions means that even localized disruptions can escalate into nationwide
crises. Analyzing these cascading effects highlights the vulnerability of modern societies to energy terrorism'. First,
the disruption of critical infrastructure - including power grids, oil refineries, gas pipelines, and nuclear facilities -
can paralyze key sectors such as healthcare, water treatment, and emergency response. These breakdowns extend
beyond immediate blackouts and shortages, exposing systemic fragilities that undermine societal resilience.

Second, the economic consequences of energy terrorism are immediate and expansive. Energy disruptions
hamper industrial output, trigger inflationary pressures, destabilize financial markets, and increase unemployment
rates. Over time, persistent disruptions can erode national economic competitiveness and deepen socioeconomic
divides, fostering discontent.

Third, public safety and social order are jeopardized during energy crises. Blackouts facilitate criminal
activity, incite public unrest, and strain already vulnerable security infrastructures. Moreover, a prolonged lack of
access to essential goods can catalyze collective panic and erode social cohesion.

Fourth, political and geopolitical instability often follows when governments are perceived as incapable of
protecting critical infrastructure. Loss of public trust, coupled with the exploitation of crises by terrorist groups for
propaganda or recruitment, can fuel domestic unrest and strain international alliances, particularly when cross-
border energy supply chains are affected.

Fifth, environmental and health risks emerge from attacks on sensitive facilities. Pollution, radiation leaks,
and toxic spills have both immediate and enduring transboundary effects, exacerbating existing ecological
vulnerabilities and placing additional burdens on healthcare systems.

Sixth, cybersecurity threats represent an increasingly potent dimension of energy terrorism. Digital attacks
can produce physical consequences, such as widespread blackouts, while simultaneously disrupting essential
services like finance, transport, and communication networks - sectors critical to societal functionality.

Finally, the psychological and social impacts of energy terrorism compound its physical damage.
Widespread fear regarding energy security can undermine confidence in institutions, sow division, and increase
susceptibility to extremist ideologies, particularly in already marginalized or stressed communities?.

Scholarly analyses confirm these multidimensional vulnerabilities. Luft and Korin highlight the exposure of
global energy systems to terrorist threats’; Cameron emphasizes the escalating lethality of terrorist methods,
particularly regarding nuclear risks*; and Kester explores the broader social and political implications of energy
insecurity for societal cohesion’.

A Holistic Governmental Approach to Strengthening Resilience Against Energy Terrorism

An effective strategy against terrorist threats targeting energy infrastructure must transcend isolated
technical measures and instead embrace a systemic, holistic approach. Strengthening societal resilience requires not
only physical fortification of assets but also strategic integration of prevention, preparedness, crisis response, and
post-crisis recovery mechanisms®.

A holistic systemic approach to strategy aimed at countering terrorist threats requires:

Risk Prevention and Vulnerability Reduction. Prevention forms the foundation of resilience. Risk
assessment and intelligence sharing between security agencies, law enforcement, and energy stakeholders are
essential for early detection of potential threats. Securing critical infrastructure must combine physical hardening
measures with robust cybersecurity protocols. At the same time, the implementation of a clear regulatory

! Idem

2 Gavin Cameron, Nuclear Terrorism: A Threat Assessment for the 21st Century, Palgrave Macmillan, 1999, pp. 81-99

3 Gal Luft, Anne Korin, Energy Security Challenges for the 21st Century: A Reference Handbook, Praeger, 2009, pp. 55-76

4 Gavin Cameron, Nuclear Terrorism: A Threat Assessment for the 21st Century, Palgrave Macmillan, 1999, pp. 81-99

5 Johannes Kester, The Politics of Energy Security: Critical Security Studies, New Materialism, and Governmentality,
Routledge, 2018, pp. 117-134

® Daniel Yergin, The Quest: Energy, Security, and the Remaking of the Modern World, Penguin Press, 2012, pp. 453-460

182



Studia Securitatis Volume XIX No. 1/2025

framework, aligned with national and international standards, establishes a common baseline for protection efforts
and ensures accountability.

Preparedness and Capacity Building. Preparedness transforms the ability to anticipate into an operational
capacity to withstand and absorb attacks. Interagency coordination - bringing together energy authorities,
emergency services, cybersecurity experts, and the military - enables a unified response structure. Public-private
partnerships strengthen operational readiness, while regular simulation exercises test and refine cross-sectoral
cooperation and crisis management protocols.

Crisis Management and Rapid Response. When prevention fails, the rapidity and coherence of crisis
response determine the extent of societal disruption. Specialized rapid intervention teams must be equipped to
restore functionality swiftly. Investments in alternative energy sources - such as decentralized microgrids and
renewables - offer resilience by maintaining critical services even when centralized systems are compromised.
Strategic communication ensures public trust by minimizing the spread of misinformation and maintaining social
order during emergencies.

Post-Crisis Recovery and Long-Term Resilience. True resilience is demonstrated not just by the ability to
survive a crisis but by the capacity to recover and improve. Infrastructure modernization, incorporating smart grids
and self-healing systems, enhances adaptability to future threats. Policy revisions based on lessons learned
institutionalize resilience within governance frameworks. Finally, targeted economic and social recovery programs
prevent systemic collapse and facilitate the rebuilding of affected communities, ensuring that resilience is both
structural and societal. Thus, resilience against energy terrorism must be conceived as a dynamic continuum - an
adaptive, integrated process rather than a static set of defensive measures'.

Societal Stability in the Era of Artificial Intelligence and Energy Terrorism

In the context of the accelerating development of artificial intelligence (Al), societal stability no longer
depends solely on traditional governance structures but increasingly on the state’s capacity to integrate emerging
technologies into coherent public policies and resilience strategies®. AI’s transformative impact on the energy
sector, both in terms of vulnerabilities and security solutions, requires a multidimensional adaptation to prevent
systemic risks and maintain social cohesion. This multidimensional adaptation covers the following aspects:

Cybersecurity of Energy Infrastructure. Al-driven algorithms offer enhanced predictive capabilities for
identifying anomalies within energy networks, allowing proactive countermeasures against cyberattacks.
Technologies such as blockchain and quantum cryptography further enhance communication security, building
resilience into the digital backbone of energy systems?’.

Diversification of Energy Sources. The diversification of energy portfolios, particularly through the
promotion of renewable sources like wind, solar, and hydroelectric power, reduces dependency on centralized
systems and thus mitigates the potential impact of targeted attacks. Microgrids and distributed generation provide
critical redundancy and improve local resilience.

Predictive Analysis and Situational Intelligence. Machine learning models enable real-time threat detection
and the automated containment of compromised network segments. This capability transforms the traditional
reactive approach to crisis management into a predictive and preventive framework.

Public Policy and International Cooperation. The rapid integration of Al into the energy sector necessitates
clear regulatory frameworks to ensure ethical, secure, and resilient deployment. At the same time, international
cooperation is vital to prevent cross-border terrorism and harmonize cybersecurity standards.

Public-Private Collaboration. Collaboration between energy companies, Al developers, and cybersecurity
firms foster innovation in defense mechanisms and ensures the sharing of threat intelligence, reducing systemic
vulnerabilities across sectors.

! National Academies, Policy and Global Affairs, Public Policy Committee on Science, Engineering, Committee on
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Al-Augmented Physical Security. Al technologies such as drone surveillance, robotics, and facial
recognition systems significantly enhance the early detection of sabotage attempts and internal security threats,
complementing traditional protective measures.

Al-Assisted Crisis Management. Digital simulations powered by Al improve the design and testing of crisis
response strategies. Smart grids equipped with autonomous rerouting capabilities ensure the rapid restoration of
services, minimizing societal disruption during major incidents.

By strategically harnessing AI’s potential while addressing its inherent risks, societies can build a new
model of stability adapted to the realities of the 21st century.

Historical Case Studies and Emerging Threats in the Context of 21* Century Energy Terrorism

Energy infrastructure has historically been a strategic target for terrorist organizations, due to its essential
role in national security, economic stability, and the functioning of modern society. The 21st century has witnessed
a significant evolution in terrorist tactics, characterized by the convergence of traditional physical attacks with
emerging digital threats.

In the following lines we mention only a few historical case studies relevant to our study:

Al-Qaeda’s Attack on the Abqgaiq Oil Processing Facility (Saudi Arabia, 2006). A suicide bombing attempt
by Al-Qaeda at the Abqaiq facility was thwarted by security forces, but it exposed the vulnerability of global energy
markets to terrorism.

In Amenas Gas Plant Hostage Crisis (Algeria, 2012-2013). The Al-Qaeda-affiliated group Al- Mourabitoun
seized a gas facility in Algeria, resulting in loss of life. The case highlighted the risks faced by isolated energy
installations in politically unstable regions.

Drone Strikes on Saudi Aramco Installations (2019). Houthi rebels, allegedly supported by Iran, targeted
the Abqaiq and Khurais facilities with drones and missiles, temporarily halving Saudi Arabia’s oil production and
demonstrating the effectiveness of asymmetric warfare.

Sabotage of Oil Pipelines in Iraq (2003-2010). Insurgent groups repeatedly targeted Iraq’s energy
infrastructure following the U.S.-led invasion, aiming to undermine economic recovery and state authority.

Emerging threats from energy terrorism are also worth mentioning:

Cyberattacks on Energy Infrastructure: (a) Stuxnet (2010): A sophisticated cyberattack on Iran’s Natanz
nuclear facility, attributed to the U.S. and Israel, demonstrated the potential of cyber warfare; (b) Colonial Pipeline
(2021): A ransomware attack on the U.S. pipeline network caused fuel shortages and revealed the digital
vulnerability of energy systems.

Use of Drones and Autonomous Weapons. The increasing accessibility of drone technology enables non-
state actors to strike refineries, power stations, or pipelines.

Hybrid Warfare and State-Sponsored Sabotage. Collaboration between terrorist groups and state actors
blurs the line between terrorism and acts of war. Notable examples include Russian cyber operations against
Ukraine’s energy networks.

Electromagnetic Pulse (EMP) and Grid Attacks. Some terrorist groups and hostile states are exploring EMP
weapons that could paralyze large portions of the power grid.

Climate Change-Induced Energy Vulnerabilities. Geopolitical conflicts over energy resources (e.g., in the
Arctic or transboundary waters) create opportunities for terrorist exploitation.

Academic reflections on energy terrorism are manifold. Scholarly literature offers valuable insight into the
historical development and emerging risks in the domain of energy terrorism: (a) Kalicki and Goldwyn (2013)
examine the relationship between energy security and geopolitical instability, emphasizing market vulnerability to
terrorism?, (b) Forest and Sousa (2006) focus on the Gulf of Guinea region, analyzing the impact of terrorist attacks
on global energy supply”.

! Christo El Morr, Op.cit., pp. 56-90
2 Jan H. Kalicki, David L. Goldwyn, Energy and Security: Strategies for a World in Transition, Wilson Center Press, 2013,
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The key themes addressed when analyzing the strategic targets to which terrorist organizations relate to
energy infrastructure are: (1) the impact of energy terrorism on global security; (2) case studies from the Middle
East, Africa, and Southeast Asia; (3) geopolitical ramifications of energy terrorism; (4) protective strategies and
response policies.

Conclusions

In the twenty-first century, energy infrastructure stands at the intersection of technological progress,
societal cohesion, and national security. As demonstrated in this study, The Implications of Energy-Related
Terrorist Attacks on Societal Security, attacks targeting energy systems are not merely acts of material sabotage but
profound assaults on the structural foundations of modern societies.

Energy terrorism, whether physical or cybernetic, disrupts more than supply chains—it destabilizes
economies, fractures social trust, and erodes political legitimacy. The cascading effects of a single successful attack
can reverberate across critical infrastructures, leaving states vulnerable not only to material losses but to systemic
disintegration.

Defending against such threats requires a paradigmatic shift: resilience must be conceptualized not solely in
terms of infrastructure hardening but through integrated strategies that combine technological innovation, cross-
sector collaboration, and proactive public policies. Smart grids, decentralized energy production, and adaptive
cybersecurity measures are no longer optional but essential components of a robust societal security framework.

Moreover, in a global context shaped by overlapping crises - geopolitical, environmental, and technological
- the safeguarding of energy systems must be viewed as an ethical and strategic imperative. Securing energy
infrastructures means securing the collective future of societies themselves.

Future research must further explore the evolving modalities of energy terrorism, particularly at the nexus
of artificial intelligence, hybrid warfare, and climate-driven resource conflicts. As global interdependencies deepen,
the capacity to anticipate, adapt, and resist will define the resilience - and survival - of nations.

Bibliography

Books
1. Buzan, Barry; Waever, Ole; de Wilde, Jaap, Security: A New Framework for Analysis, Lynne Reinner
Publishers, 1997

2. Cameron, Gavin, Nuclear Terrorism: A Threat Assessment for the 21° Century, Palgrave Macmillan, 1999

3. Crenshaw, Martha; LaFree Gary, Countering Terrorism, Brookings Institution Press, 2017

4. El, Morr, Christo, Al and Society: Tensions and Opportunities, Routledge, 2023

5. Forest, J.F. James; Sousa, V. Matthew, Oil and Terrorism in the New Gulf: Framing U.S. Energy and
Security Policies for the Gulf of Guinea, Lexington Books, 2006

6. Hoffman, Bruce, Inside Terrorism, Columbia University Press, 2017

7. Hoffman, Bruce; Reinares, Fernando, The Evolution of the Global Terrorist Threat: From 9/11 to Osama

bin Laden’s Death, Columbia University Press, 2016

8. Horgan, John, The Psychology of Terrorism, Routledge, 2014

. Juergensmeyer, Mark, Terror in the Mind of God, University of California Press, 2017

10. Kalicki, H. Jan; Goldwyn, L. David, Energy and Security: Strategies for a World in Transition, Woodrow
Wilson Center Press, Johns Hopkins University Press, 2013

11. Karawan, Ibrahim, McCormack, Wayne, Reynolds, Stephen, Values and Violence: Intangible Aspects of
Terrorism, Springer, 2008

12. Kester, Johannes, The Politics of Energy Security: Critical Security Studies, New Materialism, and
Governmentality, Routledge, 2018

13. Koppel, Ted, Lights Out: A Cyberattack, A Nation Unprepared, Surviving the Aftermath, Crown, 2016

14. Laqueur, Walter; Wall, Christopher, The Future of Terrorism: ISIS, Al-Qaeda, and the Alt-Right, Thomas
Dunne Books, 2018

15. Luft, Gal; Korin, Anne, Energy Security Challenges for the 21st Century: A Reference Handbook, Praeger,
2009

185



Studia Securitatis Volume XIX No. 1/2025

16.
17.
18.
19.
20.

21.
22.

Martin, Gus, Understanding Terrorism: Challenges, Perspectives, and Issues, Sage Publications, 2024
Nacos, Brigitte, Terrorism and Counterterrorism, Routledge, 2023

National Academies, Policy and Global Affairs, Public Policy Committee on Science, Engineering
(Author), Committee on Increasing National Resilience to Hazards and Disasters, Disaster Resilience: A
National Imperative, National Academies Press, 2012

Pape, Robert, Dying to Win: The Strategic Logic of Suicide Terrorism, Random House Publishing Group,
2006

Singer, Peter; Friedman Allan, Cybersecurity and Cyberwar: What Everyone Needs to Know, Oxford
University Press, 2014

Whittaker, David, The Terrorism Reader, Routledge, 2012

Yergin, Daniel, The Quest: Energy, Security, and the Remaking of the Modern World, Penguin Press, 2012

186



