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Abstract 

This paper explores how organizations can create a sustainable, security-first culture in an 

increasingly complex environment where organizational and national cultures are strong 

influencing factors in human behaviour. In cybersecurity education, as in any effort of 

education, there must be a principled commitment to long-term behaviour modification 

through intrinsic motivation, foundational to employees acting consistently in secure ways. 

The review of the literature falls squarely within Self-Determination Theory, underlining the 

pertinence of autonomy, competence, and relatedness as distinctive factors in cybersecurity 

education, highlighting that these constructs are necessary at all levels for perpetual security 

and compliance. 

The results indicated that an effective security-first culture could only emerge when 

cybersecurity formed part of the core values and practices within organizations. It also 

explained that leadership styles, such as transformational and servant leadership, play an 

important role in the development of intrinsic motivation by fostering trust, empowerment, 

and a sense of shared responsibility. It also highlights how national cultural dimensions, such 

as individualism and power distance, may change how differently oriented employees respond 

to cybersecurity policies and practices. Approaches to cybersecurity education should be 

tailored to both organizational and national cultural factors to develop cybersecurity education 

strategies that could go beyond mere compliance and build a proactive security mindset. 

This is important because it underlines how the SDT acts as a framework for understanding 

how companies could help foster a security-first culture that, at the same time, will create 

sustainable, resilient, and intrinsically driven cybersecurity behaviours among employees. 

Keywords: Behavioural change, information security, organizational culture, national culture, 

Self-Determination Theory 

  

1 Introduction 

Information security has become a critical concern for organizations across the globe, 

as the protection of sensitive information is fundamental to maintaining trust, ensuring 

regulatory compliance, and safeguarding against reputational and financial losses. 

Despite the continuous advancement of technical security measures, such as next-

generation antivirus solutions and sophisticated threat detection systems, the human 

element remains the most significant vulnerability in information security. In the era of 
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Industry 4.0 ([8] Bhaharin et al., 2019), human error remains a significant threat to 

information security, often resulting from negligence, ignorance, and failure to adhere 

to organizational information security policies. To increase compliance with 

information security policies (ISPs) and reduce security incidents related to human 

behaviour, it is essential to systematically analyse and address the underlying issues 

influencing employees' attitudes towards policy adherence ([8] Bhaharin et al., 2019). 

Motivation is a critical component in shaping secure behaviour and ensuring 

compliance with security policies. According to Self-Determination Theory (SDT) 

([75] Deci & Ryan, 2000), intrinsic motivation—driven by a sense of autonomy, 

competence, and relatedness—can significantly enhance employees' commitment to 

security practices ([75] Deci & Ryan, 2000). However, motivation is not solely an 

individual attribute but is also influenced by the broader cultural context within which 

individuals operate. Both organizational culture and national culture play very 

important roles in shaping employees' attitudes, behaviours, and motivations toward 

information security. 

The interaction between organizational culture and national culture is a complex area 

of study, as cultural factors can either support or hinder the adoption of secure 

behaviours. Organizational culture encompasses shared values, norms, and practices 

that influence how employees perceive and respond to security policies ([10] Schein et 

al, 2017). Leadership, communication, and trust within an organization are key aspects 

that can either foster a security-conscious culture or contribute to complacency and non-

compliance ([10] Schein et al, 2017). On the other hand, national culture, as defined by 

Hofstede’s dimensions, affects individuals' perceptions of authority, risk, and 

responsibility, which in turn influences their willingness to engage in security practices 

([9] Hofstede et al, 2005). 

The research question (RQ) formulated to explore these dynamics was: 

● RQ: How can organizations foster a security-first culture that enhances 

employees' intrinsic motivation and sense of shared responsibility? 

This article is aiming to investigate how intrinsic motivation, driven by the principles 

of Self-Determination Theory (SDT) ([75] Deci & Ryan, 2000), can support lasting 

behaviour change in cybersecurity. Motivation itself is a complex construct, 

encompassing both extrinsic and intrinsic forms. The BJ Fogg Behaviour Model ([5] 

Fogg, 2009) highlights that behaviour arises from the convergence of motivation, 

ability, and triggers, suggesting that motivation is essential for sustainable security 

compliance. While extrinsic motivators, such as penalties or rewards, can prompt 

compliance, they often lack the staying power required for deep-rooted behavioural 

change. 

This article aims to shed light on how SDT constructs can be worked with to drive 

intrinsic motivation and achieve sustainable behaviour change, thus positioning 

cybersecurity as a core component of organizational culture rather than an obligatory 

task. By creating and maintaining an environment where individuals feel autonomous, 

competent, and connected, organizations can build a foundation for continuous 

cybersecurity education and proactive security engagement. 
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2 Background 

2.1 Information security 

Information security is a concept that becomes ever more enmeshed in many aspects of 

our society, largely as a result of our nearly ubiquitous adoption of computing 

technology. In our everyday lives, many of us work with computers for our employers, 

play on computers at home, go to school online, buy goods from merchants on the 

Internet, take our laptops to the coffee shop and check our e-mail, carry our smartphones 

on our hips and use them to check our bank balances, track our exercise with sensors in 

our shoes, and so on, ad infinitum. ([1] Andress, J.,2014) 

There are various definitions of Information Security and they all relate to the 

preservation of confidentiality, integrity and availability of information over the 

Internet and other properties, such as authenticity, accountability, non-repudiation and 

reliability that can also be involved. ([2] ISO/IEC 27000:2018) 

Information is a critical business asset nowadays and managing its security ensures 

business continuity, competitiveness, profitability, prestige, elimination of threats and 

losses resulting from realized risks. ([3] Bolek et. al, 2023) 

2.2 Human-centric security 

Although technical security controls, such as next-generation antivirus software and 

improved spam filters, continue to advance, the human factor remains the leading cause 

of security incidents, contributing to 68% of data breaches. ([4] Verizon, 2024) 

Human error, negligence, and risky behaviour contribute significantly to security 

incidents, often cancelling even the most sophisticated technical defences. Recognizing 

this, there is an increasing need to focus on understanding the role of individuals in 

maintaining information security. Employees, when properly educated and motivated, 

can become the organization’s strongest line of defence. By fostering a culture of 

awareness and proactive response to potential threats, organizations can significantly 

reduce the likelihood of data breaches and security violations. This highlights the 

importance of examining behaviour in the context of information security, as it is 

through shaping secure behaviours that organizations can transform their employees 

from potential risks into active participants in safeguarding sensitive information. 

2.2.1 Human behaviour in information security 

Understanding human behaviour is crucial in the field of information security, as 

employees' actions can either enhance or undermine an organization’s security posture. 

Factors such as awareness, motivation, and the ability to recognize and respond to 

security threats play a critical role in shaping secure behaviour. To explore how 

behaviour can be influenced and improved, theoretical models of behaviour change 

provide valuable insights. One such model is the Fogg Behaviour Model ([5] Fogg, 

2009), developed by Dr. BJ Fogg, which offers a framework for understanding how 

behaviours are formed. At its core, the model suggests that three key elements must 

converge simultaneously for a behaviour to occur: motivation, ability, and prompts. 

Specifically, if a behaviour is sufficiently motivated, easy to perform, and triggered 
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appropriately, it is more likely to occur. Conversely, if any of these elements are lacking 

or misaligned, behaviour change is less likely to happen. 

2.2.2 Motivation 

Motivation plays a central role in shaping employees' adherence to information security 

policies and practices. A well-established framework for understanding motivation is 

Self-Determination Theory (SDT), ([6] Deci et. al, 2013), developed by Deci and Ryan 

in the 1980s, which distinguishes between intrinsic and extrinsic motivation. Intrinsic 

motivation refers to performing an action because it is inherently satisfying or 

enjoyable, while extrinsic motivation involves performing actions to achieve external 

rewards or avoid negative consequences. In the context of information security, 

fostering intrinsic motivation can be highly effective, as it encourages employees to 

adopt secure behaviours because they personally value the importance of protecting 

organizational assets. 

SDT ([6] Deci et. al, 2013) posits that three key psychological needs must be fulfilled 

to foster intrinsic motivation: autonomy, competence, and relatedness. When 

employees feel autonomous, competent, and connected to others, they are more likely 

to internalize security practices and consistently comply with security policies. Recent 

studies have shown that autonomy and competence, in particular, significantly 

influence employees' intentions to follow security guidelines, emphasizing the need to 

create environments where employees feel capable and in control of their security-

related decisions ([7] Gangire et. al, 2021). 

The three constructs of the Self-Determination Theory (autonomy, competence and 

relatedness) do not operate in isolation. The broader organizational culture plays a 

pivotal role in either supporting or hindering the fulfilment of these psychological 

needs. Moreover, national culture affects how employees perceive authority, risk, and 

individual responsibility within the workplace. 

2.3 Organizational culture 

Organizational culture refers to the shared values, beliefs, norms, and practices that 

shape the behaviour and attitudes of employees within an organization. It serves as the 

foundation for how individuals interact with one another and how they approach their 

work, influencing everything from decision-making processes to responses to 

challenges and opportunities ([10] Schein et al, 2017). In the context of information 

security, organizational culture plays a significant role in determining how security 

policies are perceived and adhered to by employees. A positive and supportive culture 

can foster a security-first mindset, while a toxic or indifferent culture may lead to 

negligence and increased vulnerability to security breaches. 

Leadership is a critical element of organizational culture that significantly shapes the 

security behaviours of employees. Effective leadership can motivate and inspire 

employees to adhere to security policies and engage in secure practices. Various 

leadership styles, such as transformational, transactional, and participative leadership, 

have different impacts on information security compliance. Transformational leaders, 

in particular, encourage a proactive security culture by fostering trust, organizational 

justice, and a shared commitment to security goals. They inspire employees to go 

beyond mere compliance and actively engage in protective behaviours, whereas 
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transactional leaders tend to emphasize compliance through a system of rewards and 

penalties ([11] Sürücü, 2021). 

Communication within an organization is important for promoting awareness and 

understanding of information security policies. It serves as the channel through which 

security expectations, procedures, and the rationale behind policies are conveyed to 

employees. Effective communication ensures that employees are not only aware of 

security policies but also understand their importance and relevance to their daily work. 

Trust is a foundational element of organizational culture that influences how employees 

perceive and respond to security policies. Trust in leadership, peers, and the 

organization itself can significantly impact employees' willingness to follow security 

protocols and report incidents without fear of retribution. A high level of trust within 

an organization encourages employees to take security responsibilities seriously and to 

collaborate openly in identifying and mitigating risks. 

2.4 National culture 

National culture refers to the shared values, beliefs, norms, and behaviours that are 

characteristic of a particular country or society ([9] Hofstede et.al, 2005). It shapes 

individuals' attitudes, perceptions, and actions, influencing how they interact with 

authority, handle uncertainty, and respond to organizational policies, including 

information security protocols. Understanding the impact of national culture on 

information security behaviour is essential for multinational organizations seeking to 

implement effective security strategies across different cultural contexts. By 

recognizing the cultural nuances that affect employees' motivations and compliance 

behaviours, organizations can tailor their security policies to better align with local 

cultural values. 

2.5 Compliance with Information Security Policies (ISPs) 

Research indicates that fostering a security-aware culture that emphasizes the three 

psychological needs (autonomy, competence and relatedness) described by the Self-

Determination Theory (SDT) ([6] Deci et. al, 2013) can significantly enhance 

employees' motivation to follow security protocols. For example, organizations that 

provide regular training and support can help employees feel more competent in 

managing security threats. Similarly, creating an environment where employees feel a 

sense of ownership over security processes can satisfy their need for autonomy, leading 

to greater intrinsic motivation to comply with ISPs ([8] Bhaharin et al., 2019). 

Organizational culture, leadership and national culture significantly impacts how 

employees perceive and react to information security policies. To enhance compliance 

with ISPs, organizations must integrate these cultural insights with principles from SDT  

([6] Deci et. al, 2013). By creating environments that satisfy employees’ psychological 

needs for autonomy, competence, and relatedness, organizations can foster intrinsic 

motivation for security compliance across diverse cultural contexts. For example, in a 

Clan culture ([76] Cameron et al.,2006), emphasizing shared responsibility and 

collective rewards can satisfy relatedness and competence, leading to voluntary 

compliance. In a Hierarchy culture ([76] Cameron et al.,2006), providing clear 

guidelines and consistent feedback can satisfy competence, while offering employees 
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some control over how they implement security measures can fulfil their need for 

autonomy. 

3 Review method 

This systematic literature review (SLR) follows a rigorous process to ensure a 

consistent and transparent analysis of existing research on the intersection of Self-

Determination Theory (SDT) and cybersecurity education. The methodology was 

guided by the Preferred Reporting Items for Systematic Reviews and Meta-Analyses 

(PRISMA) ([14] PRISMA, 2020) framework and the Joanna Briggs Institute (JBI) 

guidelines ([15] JBI, 2020), while also incorporating elements of the Evidence-Based 

Software Engineering (EBSE) guidelines ([13] Kitchenham et al., 2007). This section 

outlines the research protocol, including the research questions, search strategy, 

inclusion and exclusion criteria, data extraction process, and the synthesis of the 

findings. 

3.1 Review protocol and research question 

A review protocol was developed to ensure consistency and reproducibility throughout 

the review process. The protocol outlined the following key elements: 

● Research aim: To explore how SDT constructs (autonomy, competence, and 

relatedness) foster long-term behaviour change, and thus cybersecurity 

education, through the use of intrinsic motivation. 

● Research question (RQ): to address how organizations can foster a security-first 

culture that enhances intrinsic motivation.  

RQ: How can organizations create a security-first culture that increases employees' 

intrinsic motivation and sense of shared responsibility towards Information Security, 

thereby promoting compliance with security policies? 

This fourth question is designed to explore the critical intersection between 

organizational culture, motivation, and employee behaviour in the field of information 

security. The question reflects a shift from purely technical approaches to cybersecurity 

toward a more holistic view that emphasizes human factors and organizational 

dynamics. By focusing on intrinsic motivation—rooted in the Self-Determination 

Theory (SDT)—the question seeks to understand how internal drivers like autonomy, 

competence, and relatedness can encourage proactive security behaviours. The focus is 

on relatedness, examining how a sense of shared responsibility within an organization 

can cultivate a collective approach to protecting information assets.  

The systematic literature review was conducted in 4 stages as described in Fig.1. The 

stages are described in detail in the next sections. 
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Fig.1 PRISMA Flow Diagram 

3.1.1 Identification 

The initial search was conducted across multiple databases, including Google Scholar, 

IEEE Xplore, and ScienceDirect, using the search strings identified for each Research 

Question. The search resulted in 402 studies. These studies included a mixture of 

research articles, review articles, conference papers, and theses, reflecting the 

interdisciplinary nature of the topic and the broad scope of the search strategy. The first 

stage involved an initial screening of titles and abstracts of all studies identified during 

the search phase. This step aimed to quickly eliminate studies that were clearly 

irrelevant to the research questions or outside the scope of the review.  

The search strings were designed to include key terms without complex Boolean 

operators in Google Scholar, while more refined Boolean logic was used in Scopus and 

IEEE Xplore. Below are the detailed search strings developed for each area of focus: 

● "information security compliance" AND “employee motivation” AND “security 

policies" 

● "security behaviour" AND "information security policies" AND “adherence” 

● "security awareness" AND "employee motivation" AND "information security 

compliance" 

● "security policy adherence" AND "behavioural intention" AND "organisational 

culture" 

● "information security" AND "compliance behaviour" AND "employee 

engagement" 

● "shared responsibility" AND "information security" AND "employee 

behaviour" 
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● "security-first culture" AND "intrinsic motivation" AND "compliance" 

"collective responsibility" AND "information security" AND “engagement” 

3.1.2 Screening 

103 studies were retained for further review if they included any relevant keywords 

related to organizational culture, leadership, national culture, motivation, or 

information security compliance. 

3.1.3 Full text review 

Studies that passed the initial screening were subjected to a full-text review to assess 

their relevance. Each study was evaluated against the predefined inclusion and 

exclusion criteria, ensuring they addressed one or more of the research questions 

comprehensively. 64 studies were retained. 

Table 1. Inclusion and Exclusion Criteria for the studies 

Inclusion Criteria Inclusion Criteria 

Studies published in peer-reviewed 

journals and conference proceedings. 

Studies focusing solely on technical 

aspects of information security without 

considering human or cultural factors. 

Studies published between 2013 and 

2024. 

Studies not aligned with the research 

questions or lacking empirical data or 

theoretical analysis. 

Studies available in English. Non-English studies. 

Studies accessible in full-text format. 

Studies not available in full-text or 

behind a paywall without accessible 

alternatives. 

Studies addressing the relationship 

between organisational culture, national 

culture, leadership, motivation, and 

information security compliance. 

Studies without a DOI number. 

3.1.4 Study quality assessment 

In accordance with the PRISMA 2020 and Joanna Briggs Institute (JBI) guidelines, a 

rigorous quality assessment was conducted for all 64 studies included in this systematic 

review. The goal of the assessment was to ensure that only methodologically sound 

studies were retained for synthesis, thereby enhancing the reliability and validity of the 

review findings. 

The quality assessment was based on criteria like clarity and transparency, data analysis 

techniques, data collection methods and sample size and relevance. A Keep or Discard 

decision was made for each study, depending on whether it met the methodological 

standards necessary to ensure reliability. Studies that exhibited significant 

methodological weaknesses (n=5) —such as inadequate sample sizes, unclear data 

collection methods, or lack of transparency in reporting—were excluded from further 

analysis. 
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The final set of studies included in the systematic review were those that met all 

inclusion criteria, passed the quality assessment, and provided relevant and rigorous 

contributions to the research questions. 

This set of studies forms the basis for the subsequent data extraction and synthesis 

phases, ensuring an evidence-based understanding of the impact of cultural and 

leadership factors on information security compliance. 

3.2 Data extraction 

The data extraction process was designed to systematically capture relevant information 

from the 59 studies retained after the study quality assessment. The goal of this process 

is to ensure that all data relevant to the research questions is consistently and accurately 

recorded, allowing for comprehensive synthesis and analysis in subsequent stages. A 

standardized data extraction form was created using Google Sheets, enabling the 

organization and management of data across all studies in a structured manner. This 

format ensured transparency, traceability, and ease of access throughout the review 

process. 

The data extraction form included the following key fields and extraction criteria, 

presented in Table 2. 

3.3 Data synthesis 

The data synthesis for this systematic literature review was planned in alignment with 

the data extraction process, as outlined in the previous section. Each of the 59 selected 

studies was reviewed to extract relevant information based on the key fields: research 

design, sample, research objectives, data collection methods, key findings, and 

relevance to the research question (RQ). The synthesis strategy follows the structure of 

the research questions, integrating findings across these thematic areas. 

Given the interdisciplinary nature of this review, the synthesis is organized into two 

phases. First, a general overview of how the studies relate to the core themes of intrinsic 

motivation and security-first culture is presented. Then, the synthesis looks into more 

specific aspects tied to each of the SDT constructs (autonomy, competence, 

relatedness), providing a coherent analysis of how each study addresses these core 

constructs. 

Table 2. Data Extraction Form Columns 

Item Description 

Study identifier 

Year 

Author 

Title 

 

Year of publication 

Author(s) of literature 

Title of the study 

Study characteristics 

Research design 

 

Sample  

Research objectives 

Data collection methods 

 

Study type (qualitative, quantitative, 

mixed methods) 

Sample size and context 

The aims or hypotheses of the study 

Surveys, interviews, case studies, 
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Key findings 

 

Relevance to RQs 

literature review etc. 

Summary of the main results or 

conclusions of the study 

Indicate which of the RQs the study 

addresses 

RQ Security culture and intrinsic 

motivation 

Collect data on practices and strategies 

that promote a security-first culture and 

increase intrinsic motivation (aligning 

with Self-Determination Theory) and 

shared responsibility. 

The synthesis of the 59 papers shows that competence and relatedness are key to 

promoting security compliance, with autonomy playing a lesser but supportive role. 

Competence is strengthened through training that builds necessary skills and 

confidence in handling security tasks, while relatedness, fostered by social norms and 

a supportive culture, instill a sense of shared responsibility. Though autonomy is less 

emphasized, allowing some discretion in security practices can increase intrinsic 

motivation. Together, these elements create a more engaged and resilient organizational 

approach to cybersecurity. 

4 Results 

The collection of the 59 selected studies includes a broad range of research addressing 

how organizational, leadership, and cultural factors influence information security 

behaviours. These studies investigate critical dimensions such as the creation of a 

security-first culture, the role of intrinsic motivation in fostering security compliance, 

and the impact of both organizational and national culture on employee behaviour. 

The selected studies cover multiple domains, with several focusing on the influence of 

leadership style, communication, national cultural dimensions, on security practices 

and policy compliance. Additionally, a significant portion of the research explores how 

shared responsibility and intrinsic motivation can enhance adherence to Information 

Security Policies. This diverse body of literature offers an increased perspective on 

human factors affecting information security across different organizational contexts. 

The studies span across various geographical regions, providing a global perspective 

on information security practices, with a majority in the Western cultures (13% in US 

and 32% in Europe). The geographical breakdown, based on the lead author’s affiliation 

or the main geographical focus of the analysis, is presented in Table 3. 

This geographic diversity enriches the study by incorporating cross-cultural insights 

and varied approaches to security practices and policy compliance. 

The selected studies were published between 2014 and 2024, with a majority 

concentrated in recent years, particularly between 2019 and 2024. This distribution, 

presented in Fig.2, highlights an increasing academic interest in the intersection of 

culture and information security during this period. The continuous rise in publications 

reflects the growing recognition of cultural and human factors as critical elements in 

enhancing security practices. 
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4.1 RQ: How can organisations create a security-first culture that 

increases employees' intrinsic motivation and sense of shared 

responsibility towards Information Security, thereby promoting 

compliance with security policies? 

Creating a security-first culture involves fostering intrinsic motivation, where 

employees feel personally responsible for the security of the organization. Multiple 

studies suggest that intrinsic motivation is more effective than extrinsic motivators like 

rewards or sanctions in promoting long-term compliance ([19] Kuo et.al (2020), [24] 

Sherif et. al. (2015),[31] Chaudhary, S. (2024)). [19] Kuo et.al (2020) found that while 

deterrence can enforce compliance, intrinsic motivation—driven by personal 

responsibility and security awareness—leads to sustainable security behaviours, as 

employees internalize security values and practices. 

Security training and awareness programs were identified as key mechanisms for 

cultivating intrinsic motivation ([31] Chaudhary, S. (2024), [20] Chaudhary et.al. 

(2023), [36] AITooq et. al. (2024), [44] Hakami et. al. (2022)). [31] Chaudhary, S. 

(2024) emphasized that continuous, engaging, and tailored security training helps create 

a sense of responsibility among employees, making them more likely to adhere to 

security policies. Similarly, [20] Chaudhary et.al. (2023) noted that in small and 

medium-sized enterprises, tailored training programs that align with the company's 

culture are essential for fostering a security-first mindset. This personalization of 

training content helps employees see the relevance of security measures in their daily 

work and strengthens their commitment to secure practices. 

Table 3 Geographical distribution of papers 

Region 

% of 

Papers Papers 

Asia 22.03% 

[19] Kuo et.al (2020), [23] Chu et.al. (2019), [27] Palanisamy 

et. al. (2020), [29] Handri et. al. (2024), [38] Balagopal et. al. 

(2024), [45] Sari et. al. (2022), [48] Angraini et. al. (2019), 

[52] Purnomo et.al. (2024), [56] Pham et. al. (2017), [59] 

Mubarkoot et. al. (2023), [61] Puspadevi Kuppusamy et. al. 

(2020), [63] Suranto et. al. (2022), [66] Liu et. al. (2022) 

Brazil 5.08% 
[25] dos Santos Vieira et. al. (2022), [54] Iwaya et. al. (2022), 

[55] Apolinário et. al. (2023) 

Europe 32.20% 

[20] Chaudhary et.al. (2023), [21] Prümmer et.al. (2024), [22] 

Orehek et. al. (2020), [24] Sherif et. al. (2015), Chaudhary, S. 

(2024), [33] Riahi et. al. (2024), [35] Khando et. al. (2024), 

[40] Badie’ Alhmoud et. al (2024), [42] Woods et. al. (2024), 

[47] Rocha Flores et. al. (2014), [49] Shaikh et. al. (2023), 

[50] Ameen et. al. (2021), [51] Yeng et. al. (2021), [57] 

Borgert et. al. (2024), [58] Rocha Flores et. al. (2016), [60] 

Paananen et. al. (2020), [62] Marsh et. al. (2022), [70] 

Karjalainen et. al. (2020), [72] Murray et. al. (2024) 

Middle East 10.17% 

[30] Sany et. al. (2022), [36] AITooq et. al. (2024), [37] 

Baomar et. al. (2024), [39] Alassaf et. al. (2021), [44] Hakami 

et. al. (2022), [68] Zyoud et. al. (2024) 
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Oceania 11.86% 

[18] Skinner et.al. (2019), [34] Reeves et. al. (2021), [46] 

AlGhamdi et. al. (2020), [53] Wiley et. al. (2020), [64] Tam 

et. al. (2021), [69] Moustafa et. al. (2021), [71] Sutton et. al. 

(2024) 

Others 5.08% 
[26] Aksoy (2024), [41] Lubua et. al. (2023), [43] Mashiane 

et. al. (2021) 

US 13.56% 

[16] Shah et.al.(2023), [17] Taherdoost (2024), [28] Alowais 

et. al. (2023), [32] Vance et. al. (2020), [65] Petrič et. al. 

(2022), [67] Hoffman et. al. (2020), [73] Chen et. al. (2022), 

[74] Sahin et. al. (2024) 

 

Figure 2 The year of publication of studies 

Leadership also plays a role in promoting intrinsic motivation through role modelling 

and creating an inclusive security culture ([37] Baomar et. al. (2024), [24] Sherif et. al. 

(2015)). [37] Baomar et. al. (2024) demonstrated that transformational leadership 

encourages a security-first culture by engaging employees in security initiatives and 

making them feel valued in the organization's security efforts. Such leadership not only 

models secure behaviour but also fosters a supportive environment where employees 

feel their contributions to security are recognized and valued. 

[40] Badie’ Alhmoud et. al. (2024) expands on this by discussing the role of servant 

leadership in fostering a security-first culture. Servant leaders, who prioritize the well-

being and development of their employees, help create an environment where 

employees feel trusted and supported in their security roles. [40] Badie’ Alhmoud et. 

al. (2024) highlights that when employees feel that leadership genuinely cares about 

their professional growth and ethical well-being, they are more inclined to internalize 

security behaviours as part of their intrinsic motivation. 

[42] Woods et. al. (2024) highlights the importance of empowerment in a security-first 

culture. By granting employees autonomy and allowing them to take ownership of 

security-related tasks, organizations can foster intrinsic motivation. [42] Woods et. al. 

(2024) suggests that autonomy in decision-making around security policies helps 

employees feel more responsible and committed to maintaining security standards, as 

they see these responsibilities as integral to their role within the organization. 

In addition, [48] Angraini et. al. (2019) emphasizes the significance of competence-

building through regular skill development and training. When employees feel 
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competent in their security tasks, they are more confident and motivated to engage in 

secure behaviours. [48] Angraini et. al. (2019) found that employees who receive 

consistent, high-quality training feel empowered to take proactive measures, viewing 

security as an area where they can excel and contribute positively to the organization. 

[59] Mubarkoot et. al. (2023) and [66] Liu et. al. (2022) provide insights into relatedness 

as a factor in creating a security-first culture. [59] Mubarkoot et. al. (2023) found that 

fostering a sense of belonging and shared responsibility in security practices enhances 

employees' intrinsic motivation. When employees perceive security as a collective goal 

shared with their peers, they feel more accountable and are more likely to adopt secure 

behaviours. Similarly, [66] Liu et. al. (2022) emphasizes that a culture of open 

communication and mutual respect, driven by servant leadership, can increase the sense 

of relatedness among employees, making security practices feel like a joint effort rather 

than an individual obligation. 

This discussion of intrinsic motivation links closely to the constructs of Self-

Determination Theory (SDT)—Relatedness, Competence, and Autonomy—which are 

essential for a robust security culture. To foster a security-first culture, understanding 

how different motivational constructs of SDTare addressed in the literature is essential. 

These constructs each play a role in motivating employees to adhere to security 

practices. The distribution of papers across these constructs reflects varying emphases, 

with some studies focusing exclusively on a single construct, while others examine the 

interplay between two or all three. 

● Competence 

The Competence construct, addressed alone in papers like [18] Skinner et.al. (2019), 

[21] Prümmer et.al. (2024), [39] Alassaf et. al. (2021) emphasizes the need for 

employees to feel skilled and capable in managing security tasks. These studies 

highlight the importance of training and support in building employees’ confidence in 

their ability to handle security responsibilities effectively. For example, [18] Skinner 

et.al. (2019) demonstrates that competency-building programs, such as ongoing 

security training, help employees develop the skills needed to follow security protocols 

confidently. 

● Relatedness 

Papers that exclusively focus on Relatedness—such as [16] Shah et.al.(2023) and 

Vance et. al. (2020)—underscore the importance of social connections and a sense of 

belonging in promoting security behaviours. These studies highlight how fostering a 

supportive social environment within the organization can motivate employees to 

adhere to security protocols. [16] Shah et.al.(2023) specifically discusses how team 

cohesion leads to a collective responsibility for security, which enhances adherence to 

security policies. 

● Autonomy and Competence 

Papers like [34] Reeves et. al. (2021), [42] Woods et. al. (2024) and [74] Sahin et. al. 

(2024) focus on both Autonomy and Competence, indicating that empowering 

employees while also ensuring they feel competent can foster a proactive approach to 

information security. For instance, [34] Reeves et. al. (2021) finds that when employees 

feel both skilled and autonomous, they are more likely to take personal responsibility 

for security actions, which helps reduce vulnerabilities due to human error. 
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● Autonomy and Relatedness 

Studies such as [23] Chu et.al. (2019) and [73] Chen et. al. (2022) address Autonomy 

and Relatedness together, examining how a sense of belonging coupled with autonomy 

can foster intrinsic motivation. [23] Chu et.al. (2019) highlights that when employees 

feel connected to their colleagues and are empowered to make security decisions, they 

are more likely to internalise security practices, making them a part of their daily 

responsibilities. 

● Competence and Relatedness 

The pairing of Competence and Relatedness is more commonly explored, with studies 

emphasising the importance of employees feeling both connected to their peers and 

skilled in security tasks. 19 papers address this pairing: [17] Taherdoost (2024), [19] 

Kuo et.al (2020), [22] Orehek et. al. (2020), [24] Sherif et. al. (2015), [25] dos Santos 

Vieira et. al. (2022), [26] Aksoy (2024), [28] Alowais et. al. (2023), [30] Sany et. al. 

(2022), [36] AITooq et. al. (2024), [38] Balagopal et. al. (2024), [40] Badie’ Alhmoud 

et. al. (2024), [41] Lubua et. al. (2023), [44] Hakami et. al. (2022), [48] Angraini et. al. 

(2019), [55] Apolinário et. al. (2023), [47] Rocha Flores et. al. (2014), [59] Mubarkoot 

et. al. (2023), [65] Petrič et. al. (2022) and [66] Liu et. al. (2022). These papers suggest 

that a culture that promotes both social bonds and competency development can 

significantly improve compliance with security protocols. [17] Taherdoost (2024), for 

instance, notes that when employees feel both competent and supported by their peers, 

they are more motivated to adhere to security guidelines, as they perceive these 

behaviours as collectively valued within the organization. 

● Intersection of all three constructs 

The largest number of papers (29) address the combined influence of Relatedness, 

Competence, and Autonomy: [27] Palanisamy et. al. (2020), [29] Handri et. al. (2024), 

[31] Chaudhary, S. (2024), [33] Riahi et. al. (2024), [35] Khando et. al. (2024), [37] 

Baomar et. al. (2024), [43] Mashiane et. al. (2021), [45] Sari et. al. (2022), [46] 

AlGhamdi et. al. (2020), [47] Rocha Flores et. al. (2014), [49] Shaikh et. al. (2023), 

[50] Ameen et. al. (2021), [51] Yeng et. al. (2021), [52] Purnomo et.al. (2024), [53] 

Wiley et. al. (2020), [54] Iwaya et. al. (2022),[56] Pham et. al. (2017), [57] Borgert et. 

al. (2024), [60] Paananen et. al. (2020), [61] Puspadevi Kuppusamy et. al. (2020), [62] 

Marsh et. al. (2022), [63] Suranto et. al. (2022), [64] Tam et. al. (2021), [67] Hoffman 

et. al. (2020), [68] Zyoud et. al. (2024), [69] Moustafa et. al. (2021), [70] Karjalainen 

et. al. (2020), [71] Sutton et. al. (2024), [72] Murray et. al. (2024). These studies 

advocate for a holistic approach, suggesting that when employees feel competent, 

connected, and autonomous, they are intrinsically motivated to engage in secure 

behaviours. [27] Palanisamy et. al. (2020), for example, provides insights into how 

organizations that foster a supportive environment, build necessary skills, and empower 

employees see higher levels of compliance and proactive security practices. This 

intersection suggests that the most effective security-first cultures are those that 

integrate all three constructs, providing employees with the social support, skills, and 

independence they need to adhere to security practices consistently. 

Summary of key findings 

Across all research questions, the literature reveals that organizational culture, 

leadership, and national cultural dimensions are integral to fostering a security-first 

mindset. Communication, trust, and organizational norms are key components of a 
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strong security culture, while leadership plays a critical role in motivating employees 

to engage with security practices. National culture influences how employees perceive 

and respond to security policies, with collectivist cultures and high uncertainty-

avoidance cultures showing higher compliance rates. Finally, the review suggests that 

organizations that successfully integrate security into their core values through 

education, leadership support, and shared responsibility see higher levels of policy 

compliance. 

5 Discussion 

A security-first culture thrives when employees are intrinsically motivated to protect 

organizational assets. The findings emphasize that training, leadership, and 

empowerment are essential in fostering a security-first mindset. Leadership styles that 

promote autonomy, competence, and relatedness enable employees to internalize 

security practices. Tailoring security training to align with the organization’s culture 

and employees’ roles can further enhance competence and motivation, encouraging a 

lasting commitment to secure behaviour. 

Theoretical implications: These findings align with Self-Determination Theory (SDT), 

which asserts that intrinsic motivation arises from fulfilling the needs for autonomy, 

competence, and relatedness. The results validate SDT's applicability in the context of 

information security, highlighting its potential to foster a security-first culture. SDT 

provides a strong framework for understanding how security behaviours can become 

integral to an employee’s professional identity. 

Practical implications: To cultivate a security-first culture, organizations should 

develop training and development programs that enhance employees’ competence in 

security tasks while granting them autonomy in their roles. Security initiatives should 

also encourage teamwork and mutual support, fostering the relatedness identified by 

SDT as crucial for intrinsic motivation. By integrating these SDT constructs into daily 

practices, organizations can promote a culture of shared responsibility, making security 

a valued component of every employee’s role. 

RQ discussion and SDT constructs: The discussion connects directly to the SDT 

elements of autonomy, competence, and relatedness. Studies reviewed illustrate how 

each of these constructs contributes to a security-first culture: 

● Autonomy: Providing employees with decision-making authority in certain 

security matters fosters accountability and strengthens intrinsic motivation. 

● Competence: Regular, high-quality training boosts employees’ confidence and 

capabilities in managing security tasks, fostering a sense of mastery. 

● Relatedness: Open communication and shared goals build a sense of belonging, 

encouraging employees to view themselves as part of a collective effort toward 

security. 

The breadth of research addressing these SDT constructs underscores the effectiveness 

of an inclusive approach that integrates all three elements. By embedding autonomy, 

competence, and relatedness into the organizational culture, companies can inspire 

intrinsic motivation that sustains secure practices. Leveraging SDT principles within 
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information security strategies allows organizations to create an environment where 

employees are intrinsically committed to safeguarding the organization’s assets. 

6 Limitations 

This review highlights the influence of organizational and national culture on 

information security but has limitations. First, it focuses mainly on Western cultures, 

particularly the U.S. and Europe, with limited representation from Africa, South 

America, and parts of Asia, which may reduce the global applicability of findings. 

Diverse study designs, including surveys, interviews, and theoretical models, introduce 

variability, complicating direct comparisons and limiting the generalizability of results. 

Additionally, most studies concentrate on sectors like healthcare, IT, and finance, 

leaving out industries such as education and government, which may experience 

different security and cultural dynamics. Restricting the review to peer-reviewed, 

English-language, open-access publications could introduce bias, potentially omitting 

relevant studies from non-English-speaking regions. 

7 Future work 

Building on this review's findings, future research should prioritize cross-cultural 

comparative studies, especially in underrepresented regions like Africa, South America, 

and parts of Asia, to gain a more global perspective on how national cultural dimensions 

shape information security practices. Additionally, longitudinal studies on leadership’s 

impact on security culture could provide insights into whether particular leadership 

styles foster lasting changes in security behaviours, addressing limitations in current 

cross-sectional research. 

Future work could also expand the application of Self-Determination Theory (SDT) to 

explore how autonomy, competence, and relatedness drive secure behaviour across 

diverse organizational and national settings, potentially enhancing intrinsic motivation 

for security practices. Research should further examine the influence of remote work 

and emerging digital environments on security culture, including the role of digital tools 

and risks like burnout. Lastly, studies could investigate the effects of new technologies, 

such as AI and blockchain, on security behaviour, focusing on both their potential to 

increase compliance and the ethical challenges they introduce. 

8 Conclusion 

This literature review examined the intersection of Self-Determination Theory (SDT) 

and cybersecurity education, focusing on how organizations can foster a security-first 

culture through intrinsic motivation to promote sustainable security behaviours. The 

findings indicate that cultivating intrinsic motivation—where employees feel a sense of 

autonomy, competence, and relatedness in security practices—is essential for 

establishing long-term compliance and proactive engagement with cybersecurity. 

Effective cybersecurity education relies on leadership styles, such as transformational 

and servant leadership, that support trust, empowerment, and personal responsibility 
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among employees. Additionally, targeted security training and awareness programs that 

align with SDT principles help build competence and foster a sense of collective 

responsibility, embedding cybersecurity as a valued aspect of employees' roles. By 

integrating SDT constructs into cybersecurity education, organizations can cultivate a 

resilient, security-first culture where secure behaviours become a sustained and intrinsic 

part of the organizational ethos. 
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